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1
METHOD AND SYSTEM FOR AUTOMATIC
TRIGGERING NETWORK MANAGEMENT
CONTROL FOR VOIP BORDER ELEMENTS

BACKGROUND

Call storms in telecommunications networks can occur for
a variety of reasons. Telemarketing campaigns, tele-voting,
lotteries, media call-ins, natural disasters are some well
known examples. Unintended call looping events and mali-
cious denial of service attacks are others. During these call
storms, an exceedingly high rate of calls to a single endpoint
can be generated to cause other valid calls to be blocked.
Telecom network operators rely on traffic management con-
trols to protect their networks during call storm events. Such
events are best managed by limiting storm traffic at the edge
of the network. Therefore, a need exists for a method and
apparatus for providing monitoring and prevention of call
storms in a communications network, such as a VoIP network.

BRIEF SUMMARY

The present disclosure is directed to a method and system
for automatic triggering network management (NM) control
for Voice-Over-IP (VoIP) border elements (BE). In an
embodiment, in response to determining that a message
received by a network interface is a new invite call from an
un-trusted network and that a control table is not null, a
control string is extracted from the call and the control table is
searched for an entry that matches the control string, a call
counter is updated, a leaky bucket level is updated, and a
determination is made whether the leaky bucket level exceeds
athreshold and, if exceeded, the call is rejected and a counter
of rejected calls is updated.

In another embodiment, the call is allowed and the leaky
bucket level is updated in response to determining that the
leaky bucket level does not exceed the predetermined thresh-
old. In another embodiment, a control string is extracted from
ablocked call error message and a detect table is searched for
an entry that matches the control string in response to deter-
mining that the message is a blocked call error message on a
trusted network. Also, a blocked call counter is updated in
response to identifying an entry that matches the control
string and a control flag is set in response to determining that
a value of the blocked call counter level exceeds a second
predetermined threshold.

In another embodiment, a network control timer is moni-
tored and a success rate for the control table is calculated in
response to determining that a value of the network control
timer exceeds a predetermined time limit, where calculating
the success rate includes: subtracting a number of blocked
calls and a number of rejected calls from a total number of
calls, updating a drain rate using an exponential smoothing in
response to determining that the network management con-
trol is in an active state, updating a blocked call counter of the
update control table in response to determining that a blocked
call was received within the predetermined time limit, and
deleting an entry from the control table in response to deter-
mining that a count of the number of consecutive control
windows with no blocked calls for the entry exceeds a second
predetermined threshold.

In other embodiment, the network management control is
switched to an inactive state or active state by way of an
administrative command.
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These and other advantages of the present disclosure will
be apparent to those of ordinary skill in the art by reference to
the following detailed description and the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an exemplary VNI network, e.g., a net-
work such as a VoIP network, according to an embodiment;

FIG. 2 illustrates a flowchart of a method for monitoring
and prevention of call storms according to an embodiment;

FIG. 3 illustrates an exemplary flowchart of a method for
managing the control table according to an embodiment;

FIG. 4 illustrates an exemplary increment event detection
algorithm, according to an embodiment;

FIG. 5 illustrates a method for updating a control table with
respect to a new entry, according to an embodiment;

FIG. 6 illustrates a method for an event search in one or
more detection tables, according to an embodiment;

FIG. 7 illustrates a method for resetting and/or clearing of
the value for the time window timer and values for all event
detection tables, according to an embodiment;

FIG. 8 illustrates an exemplary diagram showing depen-
dence of a probability of missing a high volume number with
a 10-digit control table having a small size, according to an
embodiment;

FIG. 9 illustrates an exemplary diagram showing depen-
dence of a probability of missing a high volume number with
a 6-digit control table having a small size, according to an
embodiment;

FIGS. 10-12 illustrate a playback of events, according to an
embodiment; and

FIG. 13 is a high-level block diagram of an exemplary
computer that may be used to implement certain embodi-
ments.

DETAILED DESCRIPTION

In this disclosure a novel control algorithm for managing
these events in Voice over IP (VoIP) networks is described.
The control runs on edge elements and detects events by
monitoring blocked call error messages on the trusted net-
work interface keeping a count for each ‘control string’. A
control string can be a called telephone number or number
prefix (e.g., NPA-XXX or NPA) or calling number or a com-
bination thereof. Alternatively, the control string could be a
source or destination IP address or subnet (e.g. a
XXX.XXX.XxX/24). Strings with counts exceeding a threshold
in a set time window are entered in a control table (if not
already on the table). New call attempts arriving on the un-
trusted network interface that contain the control string are
rate limited by an adaptive leaky bucket control at a level the
network can handle without excessive blocking. This rate is
determined and adjusted by measuring the successful call rate
for each control string and setting to drain rate at a level
somewhat above the success rate. The control is maintained
until the count of blocked calls is zero for a specified number
of time windows signaling the end of the call storm.

The present disclosure provides a method and system for
automatic triggering network management (NM) control for
Voice-Over-IP (VoIP) border elements (BE). In one embodi-
ment, the present disclosure allows monitoring and the pre-
vention of call storms in a communications network, e.g., a
VoIP network. More specifically, the present disclosure
enables a VoIP network to monitor a calling pattern, such as
the number of calls and the call rate within a period of time,
and the number of periods with a certain sustained call rate
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that occurs between the same endpoints. [fthe number of calls
exceed a predetermined threshold, then calls with the same
endpoints will be terminated and an alarm notification will be
sent, e.g., to a network operator.

FIG.1 illustrates an exemplary Virtual Network Infrastruc-
ture (VNI) network, e.g., a network such as a Voice-Over-IP
(VoIP) network, according to an embodiment. The VoIP net-
work may include various types of middleware and/or hard-
ware elements connected via various types of access net-
works to a carrier (a service provider) VoIP core infrastructure
over an Internet Protocol/Multi-Protocol Label Switching
(IP/MPLS) based core backbone network. Broadly defined, a
VoIP network is a network that is capable of carrying voice
signals as packetized data over an IP network. An IP network
is broadly defined as a network that uses Internet Protocol to
exchange data packets.

In an embodiment, the exemplary VNI network of FIG. 1
comprises a trusted IP network 140 which interconnects sev-
eral key VoIP components: at least one Internet Network
Border Element (IPBE) 102, at least one Gateway Server
Exchange (GSX) 104, at least one Application Server (AS)
106, at least one Session Initiation Protocol-Policy and Rout-
ing Server Exchange (SIP-PSX) 108, at least one Call Control
Element (CCE) 110, and at least one Policy and Routing
Server Exchange (Policy PSX) 112.

The IPBE 102 resides at the edge of the VoIP core infra-
structure and interfaces with customers endpoints over vari-
ous types of access networks. An IPBE 102 is typically imple-
mented as a Media Gateway and performs signaling, media
control, security, and call admission control and related func-
tions. The CCE 110 resides within the VoIP infrastructure and
is connected to the BEs (including IPBE 102) using the Ses-
sion Initiation Protocol (SIP) over the underlying Trusted IP
network 140. The CCE 110 is typically implemented as a
Media Gateway Controller and performs network wide call
control related functions as well as interacts with the appro-
priate VoIP service related servers when necessary. The CCE
110 functions as a SIP back-to-back user agent and is a
signaling endpoint for all call legs between IPBE 102 and the
CCE 110. In an embodiment, the CCE 110 may need to
interact with various VoIP related servers in order to complete
a call that requires certain service specific features, e.g. trans-
lation of a voice network address into an IP address. The
PSXs 108 and 112 reside within the VoIP infrastructure and
perform policy and routing functions for the network. The
PSXs will typically function as a SIP proxy agent. The AS106
resides within the VoIP infrastructure and provides enhanced
features capabilities for the network. The AS functions as a
SIP back-to-back user agent. The GSX 104 resides on the
edge of the network and servers as a media and signaling
gateway connecting the VNI network with the Public
Switched Telephone Network (PSTN) 130.

Telecom network operators rely on traffic management
controls to protect their networks during call storm events.
Telemarketing campaigns, tele-voting, lotteries, media call-
ins, natural disasters, and other events can create intense,
often narrowly focused storms that, if not managed, can over-
whelm parts of the network. Such events are best managed by
limiting storm traffic at the edge of the network.

Although the present disclosure is presented in the context
of SIP, it should be understood that the present system and
method can be implemented using any signaling protocols.
Furthermore, the present system and method can be imple-
mented using signaling protocols that are compliant with
various signaling standards or their variants. In an embodi-
ment, it is to be understood that all the logical determination
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and execution steps within foregoing methods are performed
by a processor of a network management control system.

FIG. 2 illustrates a flowchart of a method 200 for monitor-
ing and prevention of call storms according to an embodi-
ment. The method 200 runs continuously and starts at step
202 in which a new incoming call is received by a border
element such as IPBE 102 of FIG. 1. The method 200 pro-
ceeds to step 204 at which a determination is made whether
network management (NM) utility is deactivated. This switch
allows a network operator to prevent the triggering of auto-
matic NM controls in one or more IPBEs should they have
reason to do so. If a determination is made that the NM is
deactivated the method 200 returns to step 202 for listening
for a new incoming message. Returning to step 204, if a
determination is made that the NM is not deactivated, the
method 200 proceeds to step 206 at which a determination is
made whether the incoming message is a call invite to an
un-trusted interface. If a determination is made that the
incoming message is a new call invite, the method 200 pro-
ceeds to step 208 at which a determination is made whether
there are any controls are established. In other words, a deter-
mination is made whether the control table is not empty. If a
determination is made that the control table is empty, the
method 200 returns to step 202 for listening for a new incom-
ing message. If a determination is made that a control table
not empty, the method 200 proceeds to step 210 at which
controls of the control table are checked and managed.

FIG. 3 illustrates an exemplary flowchart of a method 300
for managing the control table according to an embodiment.
At step 302, a calling/called numbers are extracted from the
incoming message. At step 304, a determination is made
whether the extracted number is a North American Number-
ing Plan World Zone 1 Number (WZ1). It is noted that
although the present disclosure is focused on VoIP networks
operating primarily within the WZ1 regions, alternative
embodiments using, for example, country and city codes for
other world regions are possible. If a determination is made
that the extracted number is not “WZ1,” the method 300 exits
and control is returned to the method 200. If a determination
is made that extracted number is “WZ1,” the method 300
proceeds to step 306 at which control strings (i.e., prefixes
“npa” and “npanxx”) are extracted from the message. In an
embodiment, the control strings have values “called,” “call-
ing_npa,” and “npanxx” and assigned to variables CS_1,
CS_2, and CS_3, respectively.

At step 308, the control table is searched for entries match-
ing the control string CS_1. It is to be understood that the
value assigned to the CS_1 string may be in a form of a
numerical value (integer), character string, alphanumeric
value, hexadecimal value, or a special characters and symbols
presented in one or more readable format.

At step 310, a determination is made whether an entry
matching the CS_1 control string is located as a result of the
search performed at step 308. Ifthere are no entries that match
the CS_1 control string in the control table, the method 300
proceeds to step 312 at which the control table is searched for
entries matching the values assigned to the control string
CS_2. At step 314, a determination is made whether an entry
matching the control string CS_2 is located as a result of the
search performed at step 312. Ifthere are no entries that match
the control string CS_2 in the control table the method 300
proceeds to step 316 at which the control table is searched for
entries matching the values assigned to the control string
CS_3. At step 318, a determination is made whether an entry
matching the control string CS_3 is located as a result of the
search performed at step 316. Ifthere are no entries that match



US 9,407,558 B2

5

the control string CS_3 in the control table the method 300
exits and control is returned to step 202 of method 200 of FIG.
202.

Conversely, if, at steps 310, 314, or 318, a determination is
made that there is an entry in the control table that matches
any of the CS_1, CS_2, or CS_3 strings, respectively, the
method 300 proceeds to step 320 at which a determination is
made whether the matching entry is an invite message. If a
determination is made that the matching entry is not an invite
message, the method 300 proceeds to step 322 at which a
determination is made whether the matching entry is a
blocked call error message. Ifa determination is made that the
matching entry is not a blocked call error message, the
method 300 exits and control is returned to step 202 of
method 200 of FIG. 202. If, however, a determination is made
that the matching entry is a blocked call error message, the
method 300 proceeds to step 324 at which a “blocked calls”
counter for this control string is incremented. It is to be
understood that the “blocked calls” counter is used to main-
taina count of all calls blocked somewhere in the downstream
network for this control string and may be implemented, for
example, as software.

Returning to step 320, if a determination is made that the
entry that matches any of the CS_1, CS_2, or CS_3 strings is
an invite message, the method 300 proceeds to step 326 at
which a call counter is incremented and network management
timers are updated. The call counter is incremented to main-
tain a count of all incoming calls for this control string. Itis to
be understood that the call counter and network management
timers may be implemented using any suitable computer
programming language.

Upon incrementing the call counter and updating network
management timers, the method 300 proceeds to step 328 at
which a determination is made whether the entry is in active
state. If a determination is made that the entry is not in active
state, the method 300 exists and control is returned to step 202
of method 200 of FIG. 2. Conversely, if a determination is
made that the entry is in active state, the method 300 proceeds
to step 330 at which a leaky bucket level is updated since last
entry matching an appropriate CS string. The leaky bucket
level is maintained to allow the system to admit a specific rate
of'incoming calls associated with a given control string, while
rejecting others so that the allowed rate is not exceeded. These
calls may be emanating from a specific source (e.g. a calling
number control string), or destined for a specific site or switch
(e.g., called number or number prefix), or a combination
thereof. Ifas aresult of an update of the leaky bucket level, the
current level of leaky bucket becomes less than zero, the value
of the current level of leaky bucket is reset to zero.

At step 332, a determination is made whether the leaky
bucket value exceeds a predetermined limit. If a determina-
tion is made that the leaky bucket value does not exceed a
predetermined limit, the method 300 proceeds to step 336 at
which the leaky bucket level is updated and the call is allowed
to proceed to its destination. If, conversely, a determination is
made that the leaky bucket value exceeds a predetermined
limit, the method 300 proceeds to step 334 at which the call is
rejected with an appropriate error message and the “rejected
calls” counter is updated. Steps 334 and 336 conclude the
method 300 and control is returned to step 202 of the method
200 of FIG. 2.

Returning to step 206 of FIG. 2, if a determination is made
that the incoming message is not a new call invite on an
un-trusted interface, the method 200 proceeds to step 212 at
which a determination is made whether the message is a
blocked call error message is on a trusted interface. If a
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determination is made that the blocked call error message is
onatrusted interface, at step 216 an increment event detection
algorithm is invoked.

FIG. 4 illustrates an exemplary increment event detection
algorithm 400 in according with an embodiment. The incre-
ment event detection algorithm 400 can be used to implement
step 216 of FIG. 2.

At step 402, a calling/called numbers are extracted from
the incoming message. At step 404, a determination is made
whether extracted number is “WZ1.” If a determination is
made that extracted number is not “WZ1,” the method 400
exits and control is returned to the method 200. If a determi-
nation is made that extracted number is “WZ1,” the method
400 proceeds to step 406 at which control strings are extracted
from the message. In an embodiment, the control strings have
values “called,” “calling_npa,” and “npanxx” and assigned to
variables CS_1, CS_2, and CS_3, respectively.

At step 408, a first control table containing arrays of control
strings is searched for a string that matches the CS_1 string.
The search for a string that matches the CS_1 string continues
until an empty row is located or the end of the table is reached.
At step 410, a determination is made whether an entry match-
ing the control string CS_1 is located as a result of the search
performed at step 408. If a determination is made that there is
an entry that matches the control string CS_1 in the first
control table, the method 400 proceeds to step 412 at which a
counter for blocked calls is incremented. Specifically, the
counter for blocked calls identifies a number of calls contain-
ing the control string CS_1 where the calls containing the
control string CS_1 are blocked within a given window of
time. In an embodiment, blocked calls are normally accom-
panied by a blocked call error message.

At step 414, a determination is made whether a count of
blocked calls calculated at step 412 exceeds a predetermined
threshold of blocked calls. If a determination is made that the
count of blocked calls does not exceed the predetermined
threshold, the method 400 proceeds to step 424 at which a
second control table containing arrays of control strings is
searched for a string that matches the control string CS_2. The
search for a string that matches the control string CS_2 con-
tinues until an empty row is located or the end of the table is
reached.

Returning to step 414, if a determination is made that the
count of blocked calls exceeds the predetermined threshold,
atstep 416 an event detect flag is set to “YES” and the method
400 proceeds to step 424. The purpose of step 416 is to allow
efficient clearing of the event detection tables. If when the
NM window timer time-out event occurs, it is determined that
the event detect flag is not set to YES, the tables can be safely
cleared without having to be searched.

Returning to step 410, if a determination is made that an
entry that matches the control string CS_1 does not exist in
the first control table, the method 400 proceeds to step 418 at
which a determination is made whether the search has
reached an empty row of the first control table. If a determi-
nation is made that the search has resulted in locating an
empty row, a new entry is created. The new entry includes the
control string CS_1 and a counter to keep track of a number of
blocked calls that include the control string CS_1. Upon
creating a new entry, the method 400 proceeds to step 424.

If, at step 418, a determination is made that the search has
not located an empty row within the first table, at step 422, the
first control table is identified as full and no further update is
possible, and the method 400 proceeds to step 424.

At step 424, a second control table containing arrays of
control strings is searched for a string that matches the control
string CS_2. The search for a string that matches the control
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string CS_2 continues until an empty row is located or the end
of the table is reached. At step 426, a determination is made
whether an entry matching the control string CS_2 is located
as a result of the search performed at step 424. If a determi-
nation is made that there is an entry that matches the control
string CS_2 in the second control table, the method 400
proceeds to step 428 at which a counter for blocked calls is
incremented. Specifically, the counter for blocked calls iden-
tifies a number of calls containing the control string CS_2 and
being blocked within a given window of time. In an embodi-
ment, blocked calls are normally accompanied by a blocked
call error message.

At step 430, a determination is made whether a count of
blocked calls calculated at step 428 exceeds a predetermined
threshold of blocked calls. If a determination is made that the
count of blocked calls does not exceed the predetermined
threshold, the method 400 proceeds to step 440 at which a
third control table containing arrays of control strings is
searched for a string that matches the control string CS_3. The
search for a string that matches the control string CS_3 con-
tinues until an empty row is located or the end of the table is
reached.

Returning to step 430, if a determination is made that the
count of blocked calls exceeds the predetermined threshold,
atstep 432 a set-event flag is set to “YES” and the method 400
proceeds to step 440.

Returning to step 426, if a determination is made that an
entry that matches the control string CS_3 does not exist in
the second control table, the method 400 proceeds to step 434
at which a determination is made whether the search has
reached an empty row of the second control table. If a deter-
mination is made that the search has resulted in locating an
empty row, a new entry is created. The new entry includes the
control string CS_3 and a counter to keep track of a number of
blocked calls that include the control string CS_3. Upon
creating a new entry, the method 400 proceeds to step 440.

If, at step 434, a determination is made that the search has
not located an empty row within the second table, at step 438,
the second control table is identified as full and no further
update is possible, and the method 400 proceeds to step 440.

At step 440, a third control table containing arrays of
control strings is searched for a string that matches the control
string CS_3. The search for a string that matches the control
string CS_3 continues until an empty row is located or the end
of the third control table is reached. At step 442, a determi-
nation is made whether an entry matching the control string
CS_3 islocated as aresult of the search performed at step 440.
If a determination is made that there is an entry that matches
the control string CS_3 in the third control table, the method
400 proceeds to step 444 at which a counter for blocked calls
is incremented and the method 400 proceeds to step 446.
Specifically, the counter for blocked calls identifies a number
of calls containing the control string CS_3 and being blocked
within a given window of time. In an embodiment, blocked
calls are normally accompanied by a blocked call error mes-
sage the control table is searched for entries matching the
values assigned to the control string CS_3.

At step 446, a determination is made whether a count of
blocked calls calculated at step 428 exceeds a predetermined
threshold of blocked calls. If a determination is made that the
count of blocked calls does not exceed the predetermined
threshold, the method 400 exits and control is returned to step
208 of the method 200 of FIG. 2 as the control table maintains
counts of blocked calls for active and pending entries and
need to be checked and updated if the control flag is set.

Returning to step 446, if a determination is made that the
count of blocked calls exceeds the predetermined threshold,
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at step 448 a set-event flag is set to “YES” and the method 400
exits and control is returned to step 208 of the method 200 of
FIG. 2. The purpose of step 416 is to allow efficient clearing
of the event detection tables. If when the NM window timer
time-out event occurs, it is determined that the event detect
flag is not set to YES, the tables can be safely cleared without
having to be searched.

Returning to step 442, if a determination is made that an
entry that matches the control string CS_3 does not exist in
the third control table, the method 400 proceeds to step 450 at
which a determination is made whether the search has
reached an empty row of the third control table. If a determi-
nation is made that the search has resulted in locating an
empty row, a new entry is created. The new entry includes the
control string CS_3 and a counter to keep track of a number of
blocked calls that include the control string CS_3. Upon
creating a new entry, the method 400 the method 400 exits and
control is returned to step 208 of the method 200 of FIG. 2.

If, at step 450, a determination is made that the search has
not located an empty row within the third table, at step 454,
the third control table is identified as full and no further
update is possible, and the method 400 the method 400 exits
and control is returned to step 208 of the method 200 of FIG.
2.

Returning to step 212 of FIG. 2, if a determination is made
that there are no blocked call error messages on trusted net-
work, the method 200 proceeds to step 218 at which a deter-
mination is made whether the time window during which the
network management control is active has timed-out. If a
determination is made that the time window during which the
network management control is active has not timed-out, the
method 200 returns control to step 202.

If, however, a determination is made that the time window
during which the network management control is active has
timed-out, the method 200 proceeds to step 220 at which a
determination is made whether a control flag is set. This flag
indicates whether the control needs to be updated or not
which adds to the overall efficiency of the methods. If a
determination is made that a control flag is not set, the method
200 proceeds to step 224 at which a determination is made
whether the event detection flag has been set. If a determina-
tion is made that a control flag is set, the method 200 proceeds
to step 222 at which a method for updating a control table is
invoked.

FIG. 5 illustrates a method 500 for updating a control table
with respect to existing entries according to an embodiment.
The method 500 can be used to implement step 222 of FIG. 2.

At step 502, an update of a control table begins at the first
row (the row having a row index value of zero) and the method
500 proceeds to step 504 at which a determination is made
whether the first row is an empty row. It is to be understood
that the control table update can alternatively begin at any
other row. If at step 504 a determination is made that the first
row is an empty row, the method 500 proceeds to step 506 at
which the method 500 proceeds to a next row of the control
table. At step 508, a determination is made whether the next
row is the last row of the control table (i.e., the row index
value is not mathematically less than a limit of rows of the
control table). If a determination is made that the next row is
the last row of the control table, the method 500 exits and
control is transferred to the method 200.

Conversely, if a determination is made that the next row is
not the last row of the control table, the method 500 returns to
step 504.

Returning to step 504, if a determination is made that the
searched row is not an empty row, the method proceeds to step
510 in which a success rate of propagated calls is calculated
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by subtracting a number of rejected calls and also subtracting
a number of blocked calls from a total number of received
calls.

At step 512, a determination is made whether the control
entry is the active state. When controls are first added to the
table, they are entered in a pending state. This done to allow
calculation of an initial leaky bucket drain rate base on the
success counter prior to making the control active. Ifthe entry
is not in the active state, the method proceeds to step 516 at
which an initial drain rate of calls to be allowed through is
determined and an identifier changed from pending to active.

Conversely, if a determination is made that the entry is in
the active state, the method proceeds to step 514 at which the
drain rate of calls to be allowed through is updated using
exponential smoothing. In an embodiment, an exponential
smoothing factor for drain rate update is set to be 0.67. It is to
be understood that the exponential smoothing factor for drain
rate update is setto any other suitable value. Subsequent to the
processing step 514 or step 516, the method 500 proceeds to
step 518 at which the drain rate is updated with a value
generated in either step 514 or step 516, depending which of
these two steps preceded step 518.

At step 520, a determination is made whether any blocked
calls were registered during a given period of time corre-
sponding to the NM control update window. If a determina-
tion is made that blocked calls were not registered during a
given period of time, a number of consecutive time windows
with no blocked calls for the entry is incremented at step 522.
The number of consecutive time windows with no blocked
calls is used to determine when a given control entry is to be
removed from the control table. Conversely, if a determina-
tion is made that blocked calls were registered during a given
period of time, a number of consecutive time windows with
no blocked calls for the entry is reset to be null at step 524.

Subsequent to setting up a number of consecutive time
windows with no blocked calls for the entry, the method 500
proceeds to step 526 at which a determination is made
whether the number of consecutive time windows with no
blocked calls exceeds a predetermined threshold value. If a
determination is made that the number of consecutive time
windows with no blocked calls does not exceed the predeter-
mined threshold value, at step 530, counters for a number of
calls registered, rejected, and blocked for a given entry (i.e.,
string) in a current time window are cleared and reset to null.
If a determination is made that the number of consecutive
time windows with no blocked calls does exceeds the prede-
termined threshold value, at step 528, the entry is removed
from the table. Upon completing steps 528 or 530, the method
500 returns to step 506 for a next row of the control table to be
updated.

When the entire control table is updated, the method 500
exits and control is returned to the method 200 of FIG. 2.

Returning to FIG. 2, upon conclusion of step 222, the
method proceeds to step 224 at which, as noted earlier, a
determination is made whether an event detection flag is set.
This step allow for more efficient processing. If the flag is not
set, there is no need to search the event detection tables since
no entry exceeds the predetermined threshold. If a determi-
nation is made that the event detection flag is set, the method
200 proceeds to step 226 at which a method for an event
search in one or more detection tables is invoked.

FIG. 6 illustrates a method 600 for an event search in one or
more detection tables in according to an embodiment. The
method 600 can be used to implement step 226 of FIG. 2.

At step 602, a first row of a first event detection table is
selected according to an embodiment. At step 604, the first
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row of the event detection table is searched for entries with a
number of blocked calls at or exceeding a predetermined
threshold value.

At step 606, a determination is made whether the first
searched row meets the condition; i.e. the count exceeds the
threshold. If a determination is made that the first searched
row does not meet the condition, the process 600 proceeds to
step 608 at which a determination is made whether the search
has reached the end of the detection table. If the determination
is made that the search has not reached the end of the detec-
tion table, the search proceeds to a next row of the event
detection table and the method 600 returns to step 604 at
which the next row of the event detection tables is searched
for entries with a number of blocked calls at or exceeding a
predetermined threshold value.

If a determination is made that the search has reached the
end of the determination table, the method 600 proceeds to
step 612 at which a determination is made whether the search
was conducted within a last detection table. If a determination
is made that the search was conducted within the last detec-
tion table, the method 600 exits and control is returned to the
method 200 of FIG. 2.

If, however, a determination is made that the search was not
made within the last detection table, the method 600 proceeds
to step 614 at which a next control table is selected for a search
and the method 600 returns to step 604 at which a first row of
the next event detection table is searched for entries with a
number of blocked calls at or exceeding a predetermined
threshold value.

Returning to step 606, if a determination is made that the
first searched row meets the condition, the process 600 pro-
ceeds to step 616 at which a row of a control table is selected
according to an embodiment. At step 618, the control table is
searched for an existing control. At step 620, a determination
is made whether the searched row of the control table meets
the condition; i.e. that a control already exists for this control
string. If a determination is made that the searched row of the
control table meets the condition, the method 600 returns to
step 608.

If a determination is made that the searched row of the
control table does not meet the predetermined condition, the
method 600 proceeds to step 622 at which a determination is
made whether the search has reached the end of the control
table. If a determination is made that the search has not
reached the end of the control table, at step 624 the search is
propagated to a next row of the control table and the method
600 proceeds to step 618 at which a new row of the next
control table is searched for the existing control. If a deter-
mination is made that the search has reached the end of the
control table, the method 600 proceeds to step 626 at which
the string is identified as a newly detected event and an
instruction to search for the control table for an empty row is
generated.

Subsequent to step 626, at step 628, a determination is
made whether an empty row has been located. If a determi-
nation is made that an empty row has not been located in the
control table, the method 600 returns to step 608. Conversely,
if a determination is made that an empty row has been located
in the control table, the method 600 proceeds to step 630 at
which a new control entry is created in a pending state for a
string in question. Upon creating the new control entry for the
string in question, the method returns to step 608.

Returning to FIG. 2, upon completing step 226, the method
200 proceeds to step 228 at which a value for a time window
timer is reset and values for all event detection tables are
cleared. Finally, the method 200 returns control to step 202.
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FIG. 7 illustrates a method 700 for resetting and/or clearing
of'the value for the time window timer and values for all event
detection tables. The method 700 can be used to implement
step 228 of FIG. 2.

At step 702, a time window timer is reset and, at step 704,
values for detection tables are reset to null.

Table 1 and Table 2 illustrate, respectively, exemplary 10-
and 6-digit control tables. In an embodiment, a predetermined
threshold of 10 calls is set for a maximum number of calls
allowed within a predetermined time window without a con-
trol string being added to the control table. A predetermined
time window is set to be 10 seconds.

TABLE 2

6 Digit Table

NPA-NXX Count

304550
304633
304633
304546
304654
304644

N

= e SRS

TABLE 1

10 Digit Table

Number Count

304550num1
304633numl
304633num?2
304546numl
304654num?2
304644num3

N

—_— e e e 4

Table 1 illustrates a 10-digit control table which includes
the “number” column to store control strings retrieved from
an incoming message and the “count” column to store a count
of control strings retrieved from the incoming message. With
the call count threshold being set to 10 calls, the
“304550num1” string exceeds the threshold and is added to
control list.

Table 2 illustrates a 6-digit control table which includes the
“number” column to store control strings retrieved from an
incoming message and the “count” column to store a count of
control strings retrieved from the incoming message. With the
call count threshold being set to 10 calls, the “304550” string
exceeds the threshold and is added to control list.

FIG. 8 illustrates an exemplary diagram showing a prob-
ability of missing a high volume number as a function of the
size of a 10-digit control table. Similarly to the 6-digit control
table, for the 10-digit control table, having a control table with
less than 5 rows, the probability of having calls being rejected
is substantially above 10 percent. The probability decreases
exponentially with an increase of the rows, such that the
probability of missing a high volume number for the control
table having 10 rows does not exceed 0.1 percent while the
control table having 20 rows does not exceed 0.01 percent.

FIG. 9 illustrates an exemplary diagram showing a prob-
ability of missing a high volume number as a function of the
size of a 6-digit control table. As depicted, having a control
table with less than 5 rows, the probability of having calls
being rejected is above 10 percent. The probability decreases
exponentially with an increase of the rows, such that the
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probability of missing a high volume number for the control
table having 20 rows does not exceed 1 percent.

FIGS. 10-12 illustrate a playback of the events recorded on
selected dates in accordance with an embodiment. FIGS.
10(A), 11(A), and 12(A) depict actual results without the
network management control being implemented. Specifi-
cally, FIG. 10(A) illustrates the BE(s) admitted over 100,000
calls that were eventually blocked in the downstream net-
work. These blocked calls expanded to 450,000 calls attempts
due to network initiated retries that were blocked by other
components of the system without the network management
control being implemented. Similarly, FIG. 11(A) illustrates
BE(s) admitting approximately 11,000 calls which resulted in
40,000 calls attempts being blocked by other components of
the system without the network management control being
implemented. Also, FIG. 12(A) illustrates the BE(s) admit-
ting approximately 55,000 calls which resulted in over 200,
000 calls attempts being blocked by other components of the
system without the network management control being
implemented. Conversely, FIGS. 10(B), 11(B), and 12(B)
depictactual results when the network management control is
implemented and active on border elements of the VoIP net-
work. Specifically, FIG. 10(B) illustrates the BE rejecting
approximately 74,000 calls with virtually no impact on the
success rate of allowed calls and without any impact of the
rest of the system when the network management control is
implemented. Similarly, FIG. 11(B) illustrates the BE reject-
ing approximately 5,500 calls with virtually no impact on the
success rate of allowed calls and without any impact of the
rest of the system when the network management control is
implemented. Also, FIG. 12(B) illustrates the BE rejecting
approximately 39,000 calls with virtually no impact on the
success rate of allowed calls and without any impact of the
rest of the system when the network management control is
implemented.

It should be noted that the present disclosure can be imple-
mented in software and/or in a combination of software and
hardware, e.g., using application specific integrated circuits
(ASIC), a general purpose computer or any other hardware
equivalents. In one embodiment, the present call setup mes-
sage monitoring module can be loaded into memory and
executed by processor to implement the functions as dis-
cussed above. As such, the present single number to multiple
devices process (including associated data structures) of the
present disclosure can be stored on a computer readable
medium or carrier, e.g., RAM memory, magnetic or optical
drive or diskette and the like.

While various embodiments have been described above, it
should be understood that they have been presented by way of
example only, and not limitation. Thus, the breadth and scope
of'a preferred embodiment should not be limited by any ofthe
above-described exemplary embodiments, but should be
defined only in accordance with the following claims and
their equivalents.

One skilled in the art will recognize that the system con-
figuration of FIGS. 1-7 are non-limiting and that components
of the presented system may be combined in any way in
various embodiments and may include any additional and/or
desired components and/or configurations.

FIG. 13 is a high-level block diagram of an exemplary
computer that may be used for a method and system for
automatic triggering network management (NM) control for
Voice-Over-IP (VoIP) border elements (BE). Computer 1300
comprises a processor 1301 operatively coupled to a data
storage device 1302 and a memory 1303. Processor 1301
controls the overall operation of computer 1300 by executing
computer program instructions that define such operations.



US 9,407,558 B2

13

The computer program instructions may be stored in data
storage device 1302, or other computer readable medium, and
loaded into memory 1303 when execution of the computer
program instructions is desired. Thus, the steps of FIGS. 2-7
can be defined by the computer program instructions stored in
memory 1303 and/or data storage device 1302 and controlled
by processor 1301 executing the computer program instruc-
tions. For example, the computer program instructions can be
implemented as computer executable code programmed by
one skilled in the art to perform an algorithm defined by the
method steps of FIGS. 2-7. Accordingly, by executing the
computer program instructions, the processor 1301 executes
an algorithm defined by the method steps of FIGS. 2-7. Com-
puter 1300 also includes one or more network interfaces 1305
for communicating with other devices via a network. Com-
puter 1300 also includes one or more input/output devices
1304 that enable user interaction with computer 1300 (e.g.,
display, keyboard, mouse, speakers, buttons, etc.).

Processor 1301 may include both general and special pur-
pose microprocessors, and may be the sole processor or one
of multiple processors of computer 1300. Processor 1301
may comprise one or more central processing units (CPUs),
for example. Processor 1301, data storage device 1302, and/
or memory 1303 may include, be supplemented by, or incor-
porated in, one or more application-specific integrated cir-
cuits (ASICs) and/or one or more field programmable gate
arrays (FPGAs).

Data storage device 1302 and memory 1303 each comprise
atangible non-transitory computer readable storage medium.
Data storage device 1302, and memory 1303, may each
include high-speed random access memory, such as dynamic
random access memory (DRAM), static random access
memory (SRAM), double data rate synchronous dynamic
random access memory (DDR RAM), or other random access
solid state memory devices, and may include non-volatile
memory, such as one or more magnetic disk storage devices
such as internal hard disks and removable disks, magneto-
optical disk storage devices, optical disk storage devices,
flash memory devices, semiconductor memory devices, such
as erasable programmable read-only memory (EPROM),
electrically erasable programmable read-only memory (EE-
PROM), compact disc read-only memory (CD-ROM), digital
versatile disc read-only memory (DVD-ROM) disks, or other
non-volatile solid state storage devices.

Input/output devices 1305 may include peripherals, such as
a printer, scanner, display screen, etc. For example, input/
output devices 1304 may include a display device such as a
cathode ray tube (CRT), plasma or liquid crystal display
(LCD) monitor for displaying information to the user, a key-
board, and a pointing device such as a mouse or a trackball by
which the user can provide input to computer 1300.

One skilled in the art will recognize that an implementation
of an actual computer or computer system may have other
structures and may contain other components as well, and that
FIG. 13 is a high level representation of some of the compo-
nents of such a computer for illustrative purposes.

The foregoing Detailed Description is to be understood as
being in every respect illustrative and exemplary, but not
restrictive, and the scope of the disclosure disclosed herein is
notto be determined from the Detailed Description, but rather
from the claims as interpreted according to the full breadth
permitted by the patent laws. It is to be understood that the
embodiments shown and described herein are only illustra-
tive of the principles of the present disclosure and that various
modifications may be implemented by those skilled in the art
without departing from the scope and spirit of the disclosure.
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Those skilled in the art could implement various other feature
combinations without departing from the scope and spirit of
the disclosure.

The invention claimed is:

1. A method, the method comprising:

in response to determining that a message received by a

network interface is a new invite call from an un-trusted
network and that a control table is not null:
extracting a control string from the new invite call and
searching the control table for an entry that matches
the control string;
in response to identifying the entry that matches the
control string:
updating a call counter;
updating a leaky bucket level;
determining whether the leaky bucket level exceeds a
threshold; and
in response to determining that the leaky bucket level
exceeds the threshold, rejecting the new invite call
and updating a counter of rejected calls;
monitoring a network control timer; and
in response to determining that a value of the network
control timer exceeds a predetermined time limit and
that the control table is not null:
calculating a success rate for the control string, wherein
calculating the success rate comprises:
subtracting a number of blocked calls and a number of
rejected calls from a total number of calls;
in response to determining that a network manage-
ment control is in an active state, updating a drain
rate using an exponential smoothing;
in response to determining that a blocked call was
received within the predetermined time limit,
updating a blocked call counter of the control table;
and
in response to determining that a count of consecutive
control windows with no blocked calls exceeds a
second threshold, deleting an entry from the con-
trol table.
2. The method of claim 1, further comprising:
in response to determining that the leaky bucket level does
not exceed the threshold, allowing the new invite call
and updating the leaky bucket level.

3. The method of claim 1, further comprising:

in response to determining that the message is a blocked

call error message on a trusted network:

extracting a control string from the blocked call error
message and searching a detect table for an entry that
matches the control string from the blocked call error
message;

in response to identifying the entry that matches the
control string from the blocked call error message:
updating a blocked call counter; and

setting a control flag in response to determining that a
value of the blocked call counter exceeds a third
threshold.

4. The method of claim 1, wherein the drain rate equals a
success rate multiplied by a safety margin value.

5. The method of claim 1, wherein an initial drain rate is set
when the network management control is not in the active
state.

6. The method of claim 1, further comprising:

switching the network management control between an

inactive state and the active state by an administrative
command.

7. The method of claim 1, wherein a network interface
maintains a count of control strings.
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8. An apparatus comprising:

a processor; and

a memory to store computer program instructions which,

when executed on the processor, cause the processor to
perform operations comprising:

in response to determining that a message received by a

network interface is a new invite call from an un-trusted
network and that a control table is not null:
extracting a control string from the new invite call and
searching the control table for an entry that matches
the control string;
in response to identifying the entry that matches the
control string:
updating a call counter;
updating a leaky bucket level;
determining whether the leaky bucket level exceeds a
threshold; and
in response to determining that the leaky bucket level
exceeds the threshold, rejecting the new invite call
and updating a counter of rejected calls;
monitoring a network control timer; and
in response to determining that a value of the network
control timer exceeds a predetermined time limit and
that the control table is not null:
calculating a success rate for the control string, wherein
calculating the success rate comprises:
subtracting anumber of blocked calls and a number of
rejected calls from a total number of calls;
in response to determining that a network manage-
ment control is in an active state, updating a drain
rate using an exponential smoothing;
in response to determining that a blocked call was
received within the predetermined time limit,
updating a blocked call counter of the control table;
and
inresponse to determining that a count of consecutive
control windows with no blocked calls exceeds a
second threshold, deleting an entry from the con-
trol table.

9. The apparatus of claim 8, the operations further com-
prising:

in response to determining that the leaky bucket level does

not exceed the threshold, allowing the new invite call
and updating the leaky bucket level.

10. The apparatus of claim 8, the operations further com-
prising:

in response to determining that the message is a blocked

call error message on a trusted network:

extracting a control string from the blocked call error
message and searching a detect table for an entry that
matches the control string from the blocked call error
message;

in response to identifying the entry that matches the
control string from the blocked call error message:
updating a blocked call counter; and

setting a control flag in response to determining that a
value of the blocked call counter exceeds a third
threshold.

11. The apparatus of claim 8, wherein the drain rate equals
a success rate multiplied by a safety margin value.

12. The apparatus of claim 8, wherein an initial drain rate is
set when the network management control is not in the active
state.

13. The apparatus of claim 8, the operations further com-
prising:
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switching the network management control between an
inactive state and the active state by an administrative
command.

14. The apparatus of claim 8, wherein a network interface
maintains a count of control strings.

15. A non-transitory computer readable medium storing
computer program instructions which, when executed on a
processor, cause the processor to perform operations com-
prising:

in response to determining that a message received by a

network interface is a new invite call from an un-trusted

network and that a control table is not null:

extracting a control string from the new invite call and
searching the control table for an entry that matches
the control string;

in response to identifying the entry that matches the
control string:
updating a call counter;
updating a leaky bucket level;
determining whether the leaky bucket level exceeds a

threshold; and

in response to determining that the leaky bucket level
exceeds the threshold, rejecting the new invite call
and updating a counter of rejected calls;

monitoring a network control timer; and

in response to determining that a value of the network

control timer exceeds a predetermined time limit and
that the control table is not null:
calculating a success rate for the control string, wherein
calculating the success rate comprises:
subtracting a number of blocked calls and a number of
rejected calls from a total number of calls;
in response to determining that a network manage-
ment control is in an active state, updating a drain
rate using an exponential smoothing;
in response to determining that a blocked call was
received within the predetermined time limit,
updating a blocked call counter of the control table;
and
in response to determining that a count of consecutive
control windows with no blocked calls exceeds a
second threshold, deleting an entry from the con-
trol table.

16. The non-transitory computer readable medium of claim
15, the operations further comprising:

in response to determining that the leaky bucket level does

not exceed the threshold, allowing the new invite call
and updating the leaky bucket level.

17. The non-transitory computer readable medium of claim
15, the operations further comprising:

in response to determining that the message is a blocked

call error message on a trusted network:

extracting a control string from the blocked call error
message and searching a detect table for an entry that
matches the control string from the blocked call error
message;

in response to identifying the entry that matches the
control string from the blocked call error message:
updating a blocked call counter; and

setting a control flag in response to determining that a value

of the blocked call counter exceeds a third threshold.

18. The non-transitory computer readable medium of claim
15, wherein the drain rate equals a success rate multiplied by
a safety margin value.

19. The non-transitory computer readable medium of claim
15, wherein an initial drain rate is set when the network
management control is not in the active state.
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20. The non-transitory computer readable medium of claim
15, the operations further comprising:
switching the network management control between an
inactive state and the active state by an administrative
command. 5
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